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The emergence of Microservices Architecture and
APl Management

We are living in a revolutionary age for software, with massive changes in the way we build, deploy and consume our services.
Changes that, as we will learn, are not just technical but organizational as well. New paradigms, patterns and foundations are
substantially shaping the industry and we are entering a new era, both technologically and culturally speaking.

Now, the transition to Microservice Architecture is not a choice but an essential component in the era of software revolution.

What is API? “In the simplest terms, an application programming interface, or AP,

is a set of requirements that enables one application to talk to another application.”

Full Life Cycle of APl Management

Discover
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and integrate APIs easily

N S —
Plan —

Strategize, design and prototype APls /
and microservices /
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Test / Publish

Test and publish APIs to target \
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Secure

Protect APIs from threats
and vulnerabilities

What is APl Management system?

One of the most important components of the design for Microservice Architecture is the APl management system or the APl gateway.
API management is the middleware that provides a few additional functions and integrates the end points of every APl in front of all
other APIs like the proxy server. It's a more developed APl Management System than the ESB (Enterprise Service Bus) of the SOA
(Service Oriented Architecture).
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APl management allows for the process of Planning, Designing, Creating, Publishing, Documenting, and Testing of the API to
be completed in a safe way. In other words, APl management is a series of processes that give business control and visibility of the
connecting parts between the application and data through various APIs.

Eventually, monitoring of the API'slifecycle that an organization distributes or utilizes and the APIs that programmers and applications
use to fit their demands properly is the purpose for APl management.
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Microservices?

Microservice means a small, yet autonomous cooperative service. It's an architecture design pattern that makes a system divide
into several independent services, thus providing a function which integrate these services.

Microservice is the not only about the physical instances that make up the service, but also includes the overall works of the
decision making and development, distribution, management, etc.. It could be the clear answer as to why larger IT companies
always have a limp in their leg due to various integration issues.

In other words, if it can draw the perfect boundary in a certain area, the area of influence that is given to microservice will create a
freer environment to focus on the development of the most ideal application. More freedom to choose the development language
and the kind of storage needed accordingly, will bring more freedom in regard to dependency and reliance,

Develop

wintoss s Mobile & loT App

== Development
Y Consume
Enable, secure, scalable use of Develop secure apps for
APIsin apps mobile, cloud and
loT faster to create an agile
\ business

Consumers /
/ Monitor
/ operate APl and app performance
/ with analytics
——— —
Manage

Orchestrate and manage API
operations at scale

TETRA WING™ Introduction

TETRA WING™ has a vision to serve the enterprise adoption of Microservices. TETRA WING™ is an Integrated Management
Solution designed to facilitate the API and Microservices transformation journey of our enterprise customers,

TETRA WING™ is a total solution for enterprise customers to enable the next-wave of Microservices Architecture, Microservices
offer greater enterprise agility, making it easier to change and develop new applications more quickly than in a traditional
monolithic development approach. Organizations need microservices and APIs together to effectively implement next-generation
architectures.

TETRAWING™ s an Integrated Platform solution that defines an application programming interface (API) management solution
for all types of enterprise organizations and will be serving unprecedented scale and real time customer experience for high
performance data exchange requirements for enterprises and governments,

Continue..
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TETRA WING™ INTRODUCTION

TETRA WING™ drives enterprise IT organizations to help move
towards more efficient, agile development frameworks, in
order to deliver a high-speed mix of connected experiences
at a faster rate. Application Programming Interfaces (APIs)
are the foundation on which the digital economy is built. APls
enable a business to securely expose content or services,
both inside and outside the enterprise. APls are not new,
but with the explosion of apps and experiences required
in the digital world today, and new customer-centric IT
organizations, companies across industries need better
solutions now more than ever to manage their APIs and API-
driven businesses. APl Management is the set of processes
that enables a business to have control over and visibility
into the APIs that connect applications and data across the
enterprise or government agency systems,

TETRA WING™ Integrated Platform solution includes
Microservices such as traffic management, security, and
analytics. As the number of services an organization uses
grows, complexity and risk may increase rapidly if considerations
such as security and authentication are not consistently
addressed. Businesses must be prepared to tackle complexity
before it undermines their microservices strategies.

TETRA WING™ helps simplify the complexities of microservices
communications, providing a standardized way to connect,
secure, monitor, and manage microservices. TETRA WING™
handles application layer load balancing, routing, service
authentication, and more in just a single solution.

Thus, TETRA WING™ accelerates a business with APIs control
and visibility across the enterprise & government agencies
to meet KPIs. TETRA WING™ helps all types of enterprises
and organizations to get the required solution to simplify
integration with present complex legacy infrastructure.
Moreover, it gives a competitive edge and offers new value
to customers, all at a much faster pace, with ROl & TCO
justified.

TETRA WING™ Technology Stack

TETRA WING™ Automation Process

o
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Security & Monitoring

Telemetry

Analytics

Insight

Supervision

Proxy

K8S
Open Shift

Docker Swarm

Docker
(Container)

/

Windows

Insights

Insights feature allows you to query, visualize, alert
on and understand metrics no matter where they are
stored. Create, explore, and share dashboards with the
team and foster a data driven culture.

Supervision
Supervision Dashboard for Maintenance Teams to
manage the TETRA WING™ Proxy and Microservice
Proxy

When receiving a request, TETRA WING™ will inspect it
and try to route it to the correct API (or) Microservice. In
order to do so, it supports different routing mechanisms
depending on your needs.

Container Orchestrator

O

Orchestrator tool is most powerful and management
toolset that allows to easily build, manage and maintain
Docker environments in the solution.

' Security & Surveillance

&

Security & Surveillance is made easy with all types of
security services, server and alert in real time to correct
technician so that they can be resolved as quickly as
possible.
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TETRA WING™ Deployment Use Case

TETRA WING™ Integrated Solution can integrate and co-exist with existing all type of infrastructure and can be deployed in
Enterprises (or) Government Agencies as below listed options.
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TETRA WING™ Benefits

2

Manageability

provides single plane of administrative interface to Manage
the complete API & Microservices landscape

Developer
Portal & Agility

provides developer portal capability which helps developers to create,
manage and test APIs and publish APl documentation

22N I prebuilt automated solution to setup and scale the traffic
9\{?; Automation which provides super scalability with high performance
24,'7 Round the integrated Hardware & Software solution which provides less downtime
Clock Support and provides 24*7*365 system & service support
PIEN Enterprise comes up with pre-built plugins which integrated
0_@ Integrations with Enterprise (or) Government Agency landscapes
@ Low-Code/ comes with default embedded software stack inside and hence non IT (or)
No-Code non technical people can manage the system
Operational inbuilt operation & orchestration dashboards which helps operators to
G Efficiency monitor the real-time traffic over heavy scale traffic loads
M High provides microsecond (us) SLA over heavy scale transaction load
il Performance
A Super models ranging from 1000 Transactions per Second upto 1,000,000 (1 Million)
EEI.' Scalability Transactions per Second
@ ROI & TCO integrated Hardware & Software Platform solution and hence ROI justified instantly
\-} once customer on-boards the APIs & enables the traffic through TETRA WING™




TETRA WING™ Specification

MANAGEMENT

USER INTERFACE

using our gateway combined with a sleek user interface control panel.

Detailed monitoring and reporting

Realtime Analytics

Tunable performance tiers (QoS) for both network and storage.
Automatic IP address assignment per interface

Synchronous volume mirroring and failover

Role-based access control (RBAC)

Authenticated GUI, CLI, and REST API

Multiple ways of user authentication

TetraWing User interface allows you to maintain, manage, promote and protect your APIs quickly and easily,

Add power to your APIs with features including access policies, rate-limiting, analytics, and developer portal.

CONTAINER STACK (PRE-INSTALLED)

ORCHESTRATION

Kubernetes (Kubernetes 1.12 certified)

CONTAINER RUNTIME

Docker version 1.12.6

HARDWARE SPECIFICATIONS (2-NODE HIGH AVAILABILITY)

TETRA WING™ TETRA WING™ TETRA WING™ TETRA WING™ TETRA WING™
100 300 500 700 900
TPS* 10,000 50,000 100,000 500,000 1,000,000+

Processor(option 2~8)

Intel® Xeon-Silver 4114
(2.2GHz/10-core/85w) Processor

Intel® Xeon-Gold 6130

(2.1GHz/16-core/125W) Processor

Memory 64GB 128GB 256 GB 512 GB 1024 GB
NETWORK 4 % 16Gb Dual Fibre Channel Host Bus Adapter
Graphics(option) Duglr(;gtli CPSGE Duglrgggi CF;GE
DATA STORAGE
3.2 TB configuration (4x 800 GB NVMe SSD)
6.4 TB configuration (4x 1600 GB NVMe SSD)
STORAGE
32.0 TB configuration (4x 8000 GB NVMe SSD)
HOST OS AND DOCKER REGISTRY STORAGE
960 GB (2x 480 GB SATA SSD)
Power 2 x 800W Flex Slot (94%+)
RACK SPACE 2U
SOLUTION STACK OPTION
TETRA WING™ TETRA WING™ TETRA WING™ TETRA WING™ TETRA WING™
100 300 500 700 900
Load Balancer 0 0 0 0
Proxy 0 O 0
API Gateway Standard Enterprise(user option)
Software Defined Firewall 0 0 0
Perimeter Protection Gateway o 0 o o
High-Performance Cache 0 0 0
High Availability layer 0 0 0

Future of APIs

Jeff Bezos
CEO of Amazon

\

Amazon's APl Mandate

* All teams will henceforth expose their data and functionality through service interfaces.

* Teams must communicate with each other through these interfaces.

* There will be no other form of inter-process communication allowed : no direct linking,
no direct reads of another team’s data store, no shared-memory model, no back-doors whatsoever.
The only communication allowed is via service interface calls over the network.

* It doesn't matter what technology you use.

= All service interfaces, without exception, must be designed from ground up to be externalize-able.

Everything API

“API First”

That is to say, the team must plan and design to be able to expose the interface to developers in the outside world. No exceptions.

“Anyone who doesn't do this will be fired. Thank you; have a nice day!”
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What is API? “In the simplest terms, an application programming interface, or API,

is a set of requirements that enables one application to talk to another application.”

Full Life Cycle of APl Management

Discover
Help developers find
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Microservices Plan —

Strategize, design and prototype APIs /
and microservices /

———— —
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microservices /
rapidly to modernize
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Build APIs and microservices rF vy

with fast, automated tools
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Test and publish APIs to target
environment i P -

Secure

Protect APIs from threats
and vulnerabilities

What is APl Management system?
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Microservices?
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TETRA WING™ Introduction
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TETRA WING™ INTRODUCTION
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TETRA WING™ Deployment Use Case
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TETRA WING™ Specification

MANAGEMENT

USER INTERFACE

using our gateway combined with a sleek user interface control panel.

Detailed monitoring and reporting

Realtime Analytics

Tunable performance tiers (QoS) for both network and storage.
Automatic IP address assignment per interface

Synchronous volume mirroring and failover

Role-based access control (RBAC)

Authenticated GUI, CLI, and REST API

Multiple ways of user authentication

TetraWing User interface allows you to maintain, manage, promote and protect your APIs quickly and easily,

Add power to your APIs with features including access policies, rate-limiting, analytics, and developer portal.

CONTAINER STACK (PRE-INSTALLED)

ORCHESTRATION

Kubernetes (Kubernetes 1.12 certified)

CONTAINER RUNTIME

Docker version 1.12.6

HARDWARE SPECIFICATIONS (2-NODE HIGH AVAILABILITY)

TETRA WING™ TETRA WING™ TETRA WING™ TETRA WING™ TETRA WING™
100 300 500 700 900
TPS* 10,000 50,000 100,000 500,000 1,000,000+

Processor(option 2~8)

Intel® Xeon-Silver 4114
(2.2GHz/10-core/85w) Processor

Intel® Xeon-Gold 6130

(2.1GHz/16-core/125W) Processor

Memory 64GB 128GB 256 GB 512 GB 1024 GB
NETWORK 4 % 16Gb Dual Fibre Channel Host Bus Adapter
Graphics(option) Duglr(;gtli CPSGE Duglrgggi CF;GE
DATA STORAGE
3.2 TB configuration (4x 800 GB NVMe SSD)
6.4 TB configuration (4x 1600 GB NVMe SSD)
STORAGE
32.0 TB configuration (4x 8000 GB NVMe SSD)
HOST OS AND DOCKER REGISTRY STORAGE
960 GB (2x 480 GB SATA SSD)
Power 2 x 800W Flex Slot (94%+)
RACK SPACE 2U
SOLUTION STACK OPTION
TETRA WING™ TETRA WING™ TETRA WING™ TETRA WING™ TETRA WING™
100 300 500 700 900
Load Balancer 0 0 0 0
Proxy 0 O 0
API Gateway Standard Enterprise(user option)
Software Defined Firewall 0 0 0
Perimeter Protection Gateway o 0 o o
High-Performance Cache 0 0 0
High Availability layer 0 0 0

Future of APIs

Jeff Bezos
CEO of Amazon

\

Amazon's APl Mandate

* All teams will henceforth expose their data and functionality through service interfaces.

* Teams must communicate with each other through these interfaces.

* There will be no other form of inter-process communication allowed : no direct linking,
no direct reads of another team’s data store, no shared-memory model, no back-doors whatsoever.
The only communication allowed is via service interface calls over the network.

* It doesn't matter what technology you use.

= All service interfaces, without exception, must be designed from ground up to be externalize-able.

Everything API

“API First”

That is to say, the team must plan and design to be able to expose the interface to developers in the outside world. No exceptions.

“Anyone who doesn't do this will be fired. Thank you; have a nice day!”
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